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Signature) Algdanasiud miunsiadudeyanlunyuILUUBaNNINT (Asymmetric Key
Algorithm) SHA256withRSA Tagldnayuadauda (Private Key)
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Iug‘ULL‘U‘U “Digital Signature Message Format” wuu CMS Signed Data mugﬂﬁ 2

Data
[Text File)

l

HSM Sender
SHA256withRSA

signature
base64 format
(-sign File)

: d- T
Root CA chain + Sender’s +* Signed-Data Type
certificate(X509) certificate(X509) Content Type = SIGNED-DATA,
Digest Algorithmis)
Encapsulsted Data
Signature(s) and Certificate Chain(s)
Data
(Text File)

Compose
“Digital Signature Message format”

in
Root CA chain + Sender’s -+ CMS Signed Data
certificate(X509) certificate(X509)

Y 1 a o
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{Teeat File) ‘
Generate Secret Key For
e 8] epiner s .- R Data Encryption
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Encrypt , Encrypt Encrypt key using
B ! - Data type certificate
(RSA 2048 bits)
Enveloped-Data Type
A 4
Content Type = ENVELOPED-DATA
Cypher Data Encrypted Data
/ Encrypted Encryption Key(s)
A 4 A
: Compose
Cypher Data L Encrypted Key - Encrypted Message format in
CMS Enveloped
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= = v = = o w
myamzileulusruus Badulumumasgruiumalulagansaumeauaznisdeansdmivgsnssy
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